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E-INFORMATION SECURITY POLICY
1. PURPOSE

The E-Information Security policy aims to protect digital data and information from
unauthorized access, modification, damage, or disclosure, ensuring its
confidentiality, integrity, and availability. This policy establishes a clear principle
for managing cybersecurity risks and fostering a culture of security awareness
among all university members. It also defines responsibilities and obligations to
ensure compliance with Omani national and international standards, thereby
protecting the wuniversity technological infrastructure and supporting the
continuity of its academic and administrative operations.

2. SCOPE

This policy applies to all electronic systems, networks, devices, applications, and
databases owned or operated by UTAS, as well as to all users with access to
electronic information resources, including faculty, staff, students, and external
contractors. The policy covers all activities related to the collection, storage,
processing, transmission, or sharing of electronic data or information within the
university or across its networks. This policy does not cover personal systems or
devices that are not connected to the university network or used to access its
resources, unless they are used to process university data or access its services.

3. POLICY STATEMENT

UTAS is committed to implementing the highest information security standards to
protect its data and electronic systems from threats and unauthorized use,
ensuring the confidentiality, integrity, and availability of its information. This policy
is based on the principles of security governance, risk management, and
compliance with relevant Omani national regulations and international standards.
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All university users, including faculty, staff, students, and contractors, must fully
comply with this policy when using UTAS electronic information resources.
Activities covered by the policy include:

« Accessing UTAS systems, networks, and applications.
« Storing, processing, and transmitting electronic information.

« Using hardware and software related to the university's technological
infrastructure.

E-Information Security policy imposes clear restrictions on any behaviors that
could compromise information security, such as sharing passwords, installing
unauthorized software, or attempting to access data or systems without
authorization. All parties involved must comply with the approved security
procedures to ensure information protection and service continuity.

4. AUDIENCE, RESPONSIBILITIES AND DELEGATION

The following table outlines the roles and responsibilities for complying with UTAS
E-Information Security policy:

ROLES RESPONSIBILITIES

» Policy development.
« Policy implementation and  monitoring
compliance.

E-Information Security ) o ,
» Conducting periodic risk assessments and

Department , ,
reporting to senior management.

» Organizing training and awareness programs
for all users.

« Adopting E-Information Security policy and
providing the necessary resources for its

Deputies/Assistants of the implementation.

Vice-Chancelor « Supporting the implementation of security
measures and ensuring compliance with relevant
regulations and laws.

* Implement, enforce, and comply with the

Administration and controls outlined in the policy.

Academic Departments » Report any security incidents or breaches to the

Cybersecurity Department.
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« Adhere to the policy when using university
electronic systems and data.
e Comply with this policy, its controls, and
. . procedures.
University Staff ) S
* Immediately report any security incident or
suspicious activity to the Electronic Information
Security Department.
e Use the university's electronic resources in
accordance with the guidelines outlined in this
policy.
* Maintain the confidentiality of university data
and refrain from misusing the systems.
Students . . . .
e Comply with this policy, its controls, and
procedures.
» Report any security incident or suspicious
activity to the Information Security Department
immediately.
» Adherence to and compliance with this policy
when handling university systems or data.
Contractors and External o , T
, _ e Signing confidentiality —agreements  and
Service Providers ) , )
ensuring compliance  with  UTAS-approved

security standards.

5. POLICY

The following key principles outline the university's approach to safeguarding
electronic information and systems, ensuring compliance, and maintaining

secure operations:

e Protect university data and electronic systems from internal and external
threats through the application of comprehensive guidelines and controls.

e Ensure confidentiality, integrity, and availability of information by adhering
to Omani national laws and international information security standards.

e |Implement secure access controls for systems and data to manage risks

and respond effectively to security incidents.
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Establish this policy as the foundational reference for the university's
stance and expectations on the use and safeguarding of electronic
information, assuring the secure continuity of academic and

administrative functions.

5.1 Definitions:

5.1.1

Information Security: Protecting information from unauthorized access,
alteration, destruction, or disclosure, ensuring its confidentiality, integrity,
and availability.

Electronic Information: All data and content stored, processed, or
transmitted through the university's electronic systems.

Users: All people with access to the university's electronic information
resources, including faculty, staff, students, and contractors.

Sensitive Data: Any information relating to students, staff, research, or
financial matters, the disclosure or alteration of which could cause harm to
the university or individuals.

Security Threats: Any event or activity that could lead to breach, loss, or
damage to information or electronic systems.

Security Incidents: Any breach or attempted breach of security policies,
such as unauthorized access or data leaks.

Access Controls: The procedures and techniques used to restrict access to

information and systems based on granted permissions.

5.2 Procedures

Compliance and Enforcement:

This policy includes the implementation and enforcement of a set of security

procedures and controls aimed at protecting the organization’s information and

technological assets. These include, but are not limited to, the following:

Network security and Systems, applications security procedures.
Physical and environmental security procedures.

Security incident response and management procedures.
Security awareness and training procedures for users.
Procedures for the safe and ethical use of artificial intelligence

technologies.
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7. APPENDICES

. The appendices will be attached to the separate procedural files.
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